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Personal



  

A few words about myself

Pierre Pronchery

OS Development hobbyist

Freelance IT-Security consultant since 2007

NetBSD developer since May 2012

EdgeBSD founder since July 2013



  

Young



  

Before founding EdgeBSD

Forked Debian GNU/Linux in 2001
● Defora GNU/Linux, graphical installer for 

the coming “woody” release



  



  

Before founding EdgeBSD

Continued as a fork of Linux From Scratch
● Defora Linux, releases in 2003 and 2004
● Wrote “pkgr” for package management



  

DeforaOS

Then decided to do everything myself
● No specific deadline
● Learning a lot doing this
● Gathering what I learn in a project
● Need a base for this work

First contact with NetBSD in 2004



  



  



  

A learning process



  

jmmv@ “Burning Platform” Memo

Julio's self-interview in June 2013, pointing:
● Lack of leadership
● Inability to take risk
● No desire to recruit new users
● Some parting words

A lot of discussion, no action...



  

Reaction



  

Give developers good tools

Git is such a tool

This is how the project started:

$ git clone \

 git@github.com:jsonn/src.git \

 edgebsd-src.git

mailto:git@github.com


  



  

Leadership



  

Democratic benevolent dictator

Project organization document:
● A single project leader
● A single authority for every aspect

Annual election process:
● Competing platforms & campaigns

Structure of the project since its infancy



  

Welcoming



  

Team



  

The EdgeBSD team

● bapt
● cfkoch
● drscream
● fallen
● gls

● kamil
● khorben
● kooda
● rkujawa
● youri



  

Induction process

● Send me a public SSH key
● Provide a username
● Valid e-mail address for redirection
● Be excellent to each other!



  

Clone of NetBSD



  

Distribution



  

Software distribution

Wikipedia:
« process of delivering software to the end user »

● Usable
● Stable
● Secure



  

Stable



  

Stability

Version number does not change (visibly)
● They have no meaning past the first digit

The system keeps working the same way 
after updates

Outside of major releases, only fixes and 
hardware support



  

Rolling release



  

Rolling release

Continuous builds of netbsd-{6,7}

Effectively called EdgeBSD 6 & 7

-current can be EdgeBSD 8 already

LTS support for corresponding pkgsrc 
branches (Joyent does it too now)

See «Carve your NetBSD», AsiaBSDCon 
2013 together with gls@



  



  

Usable



  

Upgrade path

Binary packages & sets are 1st class citizens

EdgeBSD offers two tools:
● “edgebsd-update.sh” for the base system
● pkgin for the packages

...that's still one tool too many



  



  

Simpler



  

Usability

Give less choice to the (regular) users
● No X in base
● No duplication between base and pkgsrc



  
(image source unknown)



  

Usability

More objectives:
● Pre-cooked images (etch.sh)
● Base as packages
● Single configuration file format (hi Jordan!)
● 1-click install...



  

Ambitious



  

More usability

Default options in pkgsrc:
● CUPS, dbus, IPv6, LDAP, Pulseaudio, 

SLP, SSL/TLS

Makes Gtk+ much more usable (printing)

Any kind of audio mixing is necessary



  

Default desktop environment

DeforaOS desktop:
● Same software for embedded use as well
● Currently re-licensing as BSD
● Working on better integration

«Touch your NetBSD», EuroBSDCon 2012

Alternatively XFCE (thx gls@ & youri@)



  

Responsibility



  

Secure packages

Signing packages:
● NetBSD had support since 2001
● Apparently never used (was broken)
● Fixes pushed to pkgsrc and NetBSD
● jperkin@ from Joyent committed further 

improvements (switch to netpgp)



  

Secure package delivery

May sound trivial but:
● HTTPS access for binaries
● SSH access for sources

...should be a requirement.

Signed packages & sets as mitigation



  

Focusing on security



  

Improving security

● Enabling SSP in all of base and in pkgsrc
● PaX ASLR & mprotect by default (x86)
● Set relevant binaries as NOT_PAX_SAFE
● Full ASLR needs PIE
● RELRO from OpenBSD
● Reproducible builds
● Security advisories for base and pkgsrc



  

Contributing back



  

Achievements

Helped bring new developers to NetBSD:
● Kamil, Youri

New architecture port in progress (lm32)

Integrating patches:
● Package signing
● SSP support for pkgsrc...



  



  

Struggling



  

Existing issues

● Build infrastructure down (PR kern/48739)
● No regular builds
● Improve and push our patches for pkgsrc



  

Getting there



  

Where we are

● IRC #EdgeBSD on Freenode
● Mailing-lists at http://lists.edgebsd.org/
● Web at https://www.edgebsd.org/
● Going to BSD conferences :)

Thank you all for your attention

Special thanks to Verisign for inviting

http://lists.edgebsd.org/
https://www.edgebsd.org/
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